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Agenda

e Meet the state IT planners
 Present the FY 16 and FY 17 IT plan schedule
 New features

e Data classification grid
 Review the State Strategic IT Plan
 Showcase reports
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DIS IT Planners

e Scott Utley — Chief Enterprise Architect
e Jim Gay — Enterprise Architect Analyst
e Responsible for updating the plan, reviewing and approving the
technology solutions within the plan
e Develop reports from the IT planning data base that are used
in the State Strategic IT Plan
e Recommending technology solutions
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DFA IT Planners

e Harry Waring — Sr. Technology Cost Analyst
e Linda Bohannan —Sr. Technology Cost Analyst
e Responsibilities of DFA/IGS State Technology Cost Analysis
 Manage IT plan web interface and database
e Administer IT plan for expenditures and check for compliance in the plan
for:
e Budget transfers by way of Office of Budget
* Procurement of IT over $100k by way of Office of Procurement
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State Goals

 |Improve Education

* Improve Economic Development

* |ncrease Efficiency in State Government
* Improve Citizen Access

 Protect the Environment
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IT Planning Goal

Saving significant IT dollars by buying products that work
across state government and standardizing common tools
to improve effectiveness and efficiency.
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In addition to cost savings, a planned solution can improve

the delivery of services to Arkansas citizens by:

* Ensuring the linkage of IT to state strategy

* Improving interoperability and integration of systems
* Increasing agility to meet changing requirements

* |mproving security

e Reducing risk

e |dentifying innovation opportunities
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~|FPlanning Time Table = twwafiimnien

Oct - Jan Feb March Mid March March - Mid July Beginning Aug
Agencies Analyze

begin EEY all
filling completed data

Planning Make Review out the plans

for changes changes, Send out plans
the to repare the .
I I Assist and make
survey the for survey Help L
survey deployment agencies Approve to
complete completed .
their JEL agencies
plans
= Decide what = Add, delete, = Review and = Send the = Guide the Analyze Trends in software, hardware, maj

information and modify validate all survey out agencies apps, and projects,

from the the questions to all the through the Create reports

agencies is questions state process, if '

important for ~ from the agencies necessary 2 Integratlon

the IT previous : MOb'Ig :

planning survey * Virtualization '

process * Cloud Computing

¢ Economies of Scale
* New Trends and Technologies
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Y 14—FY 15 Total Planned.Spending s i

$543.3M

Biennium Total = $771,729,273

$84.6M
$54.5M $62.0M | $19.3M

T
Harcw are Software Labor IT Services Training other
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T Plan Subject Ateas et il

 Hardware inventory and future purchases
e Software inventory and future purchases
e Applications

* IT support costs

* Projects

e Compliance and architecture

e Security

e Shared services

 Data center
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 New for this planning cycle
e Data and system security standard (SS-70-001)
requires data owned and maintained by agencies to
be classified according to its sensitivity and criticality

 There is a link to the standard in the plan as well as a
grid that allows for classifying data and systems at
the same time for criticality and sensitivity



Rows Represent Data Sensitivity

LEVEL A - UNRESTRICTED

DO pen public data with mo distribution
limitations, anormymous access. May be
anonymous access via elecronic
sources. (See Appendo A for expanded
definition.}

Examples: Arkansas.govwebsite,
ADEQ website, and other state agency
publicwebsites

LEVEL B - SENSITIVE

Public data with limited availability, but
whichrequires a special ap plicationto
be completed or special processing to
b= donepriorto access (for example, to
redact s ensitive data elements).

Examples: Most data elemenmtsinthe
state personrel records, data elements
in motorvehicle records not restricted
by privacy regulations, and drwver
history records

LEVEL C - VERY SENSITIVE

Crata only available to internal
authorizedusers. May be protected by
federal and state regulations. Intended
foruse only by individuals who reguire
the infomationinthe course of
performing job functions.

Examples: Social securty numbers,
credit card numbers, home addresses,
and competitive bids

LEVEL D - EXTREMELY
SENSITIVE

Drata whose disclosure or corruption
could be hazardous to life or health.
Examples: Contents ofstate law
enforcement investigativerecords and
communications systems

LEVEL 1 - NOT CRITICAL

Mecessaryto state govemment but s hort-term
interruption of serviceacceptable.
Thesesystems donot playanyrole inthe
scheme of health, s ecurity, safety ofthe
citizens, etc. They could be easily offs atwith
manual procedures.

Columns Represent System Criticality

LEVEL 2 - CRITICAL

Requiredto perform a critical s ervice of state
government:
These systems will be requiredin orderto
administerfundions within state g overnment
that need to be performed. Business continuwity
planning allows state gowvernm ent to continue

I inthese areaswithin a certain pericd
oftimeuntil the system can be restored.

LEVEL 3 - EXTREMELY CRITICAL
Critical to health orsafety:

These systems must be protected by a wital
plan that would allow resum ption of o perations

withinavery shorttimeframe. It also requires
the ability to be able to resume business.

DS Public website

Phone systems

e-Rate

Rate Model

Cost Recovery

Contracts

Customer Relationship Management
Project5Server

Legislative Tracking

DIS Intranetwebsite

Service Desk

Billing

Call Manager

Badge/door system

CCTW

Data Center Support-Environmental
Email

State Metwork

Human Resources
Security Logs & Scans

IP Addresses

Single Sign-on (S50)
lActive Directorny

ACOOP

System Monitoring Tools

Arkansas Wireless Information
Metwork (AWINY)

a7

LUindated: BMarch11. 2074
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State Technology Council

Arkansas State Technology Council

Claire Doris
Anderson

» | i
Dawvid Dw::n;id Ric ! ard

Merrifield Rainey Weiss
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Improve

Technology Trends oevalopment |

Improve
Citizen

Environment
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Medical
Services

-

Human Services

Finance & Administration

Finance & Administration

Workforce Services

State Police

Finance & Administration

Administrative
Human Services Services

State Police

en Applic

Medicaid-MMIS

Network (APSCN)

ARCSIS

AASIS

AWIN

System

AFIS 14/15

Arkansas Public School

Unemployment Insurance

AIRS - Integrated Tax System

Children's Reporting and Information

$30,030,000

$21,300,500

$13,289,000

$13,185,000

$4,900,057

$5,000,000

$3,750,000

$3,051,000

$3,020,000

$20,030,000

$22,800,000

$13,464,000

$13,185,000

$5,100,000

$5,000,000

$3,750,000

$3,051,000

$3,020,000
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$50,060,000

$44,100,600

$26,753,100

$26,370,100

$10,000,057

$10,000,000

$7,500,100

$6,102,100

$6,040,000
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_——Application First Deployed il

Name Percentage Count

Less than a Year | 14.76 31
1-3 Years ago I 22.86 48
3-5Years ago | 14.29 30
5-10 Years ago P 39.52 83
Don’t Know 8.97 18
Total Apps - 100.00 210
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Medicaid System Update /

Human Services Replacement 7/1/2011

Finance

Administration AIRS DSMV Expansion 5/1/2011
Document Imaging and

Human Services Retrieval 7/16/2012
Eligibility & Enrollment
with interfaces to Fed

Human Services Exchange 7/1/2012

Human Services ICD-10 Remediation 5/1/2011
LDS Data System

Education Enhancement 4/15/2009

Information

Systems Next Generation Network 7/1/2009
Payment Improvement

Human Services Initiative 1/1/2011
Replacement of Current

Public Employees [d=1aF )] Administration

Retirement System KYSE:=1ag] 7/1/2011
TANF Eligibility/Case
Management System and

Workforce Services [i{JeJelgdlal=4 10/1/2012

9/30/2015

9/16/2013

12/31/2014

6/30/2014
6/30/2015

6/30/2014

12/31/2013

12/31/2016

6/30/2017

12/30/2015

$177,000,000 $20,030,000

$13,450,000

$2,510,000

$38,935,603
$9,430,500

$17,817,388

$47,893,961

$40,000,000

$25,570,000

$10,474,440

$37,814,000

$20,030,000

$3,051,000
$20,030,000

$22,750,000

$2,785,853

$35,030,000

$1,683,260

$9,162,100

$197,030,100

$51,264,100

$22,540,100

$41,986,703
$29,460,600

$40,567,588

$50,680,014

$75,030,100

$27,253,360

$19,636,740
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Hardware Type

Hardware Type % to Total Devices Quuanti

Desktop o ] 47.99% 27,314
Laptop ] 15.56% 8,856
Printer [ . 13.949% 7,935
Metwork Equipment B 2,49% 4,830
Tablet (|| 4.11% 2,340
Server O 2.92% 1,664
Smartphone 1] 2.129% 1,205
Metbook O 1. 550 881
Thin Client 1] L. 665 246
Storage Dewvice |] 1. 6694 340
Sum: [ 100.00% 26,211
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Vendor Summa
Vendor Name % to Total Devices Quantity

Dell -—l 56.54% 32,177
HE T 18.29% 10,409
Other ] 10.95% 6,228
Cisco B 5.83% 3,320
Gateway | 3.74% 2,127
Lexmark 1] 3.3984 1,363
Apple ] 2.26% -
Sum | 100.00%d 56,911
Vendor Trends
Dell [ [ 31,291 | | 32,177
HP 1 8558 | 10,409
Other 1 5,993 [ | 6,228
Cisco LI 3,520 [ 3,320
Gateway 1 4,226 [ | 2,127
Lexmark Il 1,161 [] 1,363
Apple | 293 || 1,287
Sum [ 55,047 ] 56,911
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Operating System
Hardware Os % to Total OS Quantity
|

Windows XP
Windows 7
Windows Vista
Windowrs 2000
Win Server 2008
Win Server 2003
Other

Surm

| 46.36% 19,358
B ] 32.48% 13,560
] 11.43% 4,772
1] 1.88% 784
i 1.87% 783
] 1.54% 543
il 4.44% 1,852

41,752

Operating System Trends
Hardware Os FY 12/13 FY 14/15

Windows XP
Windows 7
Windows Vista
Windows 2000
Win Server 2008
Win Server 2003
Other

Sunn

| | 27,940 | | 19,358
[ 2494 ] 13,560
I 1 7066 | 4,772
I 966 [| 784
| s0s [ 783
11 1,006 [ 643
I 567 [ 1,852
[ 40,544 | 41,752
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IT Support Category
Support Catego
Suppnrl: Category FY14 Budget Total FY15 Budget Total IT Support Total

Contracted Services
In-House Labor

State Network Connectivity
Telephone Service
Hardware

Software

Other

ISP or Agency Provided Email/Internet

Total

571,531,922
548,157,175
515,806,991
517,124,295
524,070,805
518,823,640
58,497,709
$212,741
$204,225,280

571,617,424
549,542,705
515,945,366
517,668,597
526,075,847
518,438,239
58,605,592
$190,963

$208,084,735

$143,149,347
$97,699,881
$31,752,357
534,792,893
$50,146,652
$37,261,879
$17,103,301
5403,704

$412,310,016
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Questions?

Contact your IT planners

e Scott Utley —
 Email: Scott.Utley@Arkansas.gov
* Phone: 682-4429

* Jim Gay -

e Email: Jim.Gay@Arkansas.gov
* Phone: 682-0226

“ Arkansas Department of Information Systems

@ArkansasDIS [i] Arkansas Department of Information Systems (DIS)



