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Steve Ellsworth, Sr. Customer Success Manager

@CivicAgent
C: (206) 321-4055
@ e: steve.ellsworth@socrata.com

Socrata




Seattle-based software-as-a-service
provider with a global presence

Founded in 2007

Global leader in open
data and government performance
management

150 customers

Focused exclusively on a cloud-based
platform that democratises access to
government data in order to:

= Transform government
= |mprove resident engagement
» |ncrease transparency
= Fuel innovation
= Make data-driven decisions
= Improve operational efficiency
@ = Promote economic development
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Federal State City City County Other
White House Hawaii Chicago New York San Mateo USAID
Medicare California Seattle Las Vegas Cook World Bank
HHS Texas San Francisco Burlington King United Nations
CcbC Washington Los Angeles Somerville Montgomery Gates Foundation
Data.gov Maryland Edmonton Raleigh Alameda Large Global Presence
CFPB Colorado Atlanta Nashville Prince George's
EPA Indiana New Orleans Richmond Strathcona
Energy Star New York Dallas Cambridge
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State State City (>750k) City (>250Kk) City (<100k) County
Hawaii Texas New York Oakland Albany San Mateo
Washington lllinois Los Angeles Las Vegas Burlington Cook
Oregon Indiana Chicago Providence Somerville King
California Michigan Dallas Salt Lake City South Bend Montgomery
Montana New York San Francisco Raleigh West Sacramento Alameda
Colorado Maryland Austin Nashville Cambridge Prince George's
Oklahoma Connecticut Baltimore Richmond West Hollywood Strathcona
Missouri Vermont Boston Gainesville Culver City



100,000+ 1,000%

o gl Annual Growth in Volume
Datasets

: S Data Sarved Annual Growth in AP¥ Calls

250 Million

Citizens Served Pagewev“vsPer Month
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Socrata Customers Set the Standard

Digital Cities Award

State Program
Boston  Chicago Innovation Award

DG ' Q Seattle Baltimore
st e Austin  Raleigh State of Oregon

Digital Governme

Digital Government . ,
Achievement Award | DPigital Counties Award ‘

Montgomery County, MD CO}J}WES
Alameda County, CA Snohomish County, WA QWinner Bloomberg

King County, WA :
Mayor's Challenge

State Technology State of Hawaii City of Chicago
Innovator Award State of Michigan
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On average, government workers spend 19% of their days simply looking for information wickinsey Globay

State of Oregon saves $500,000 by not implementing an Oracle custom application socrata

Australian Capital Territory (ACT) - from spreadsheet to interactive map in 3 minutes ocrat)

City of San Francisco provides real-time access to data and saves $1million annually capcemin)

65% drop in the number of FOIA requests - Chicago Dept. of Public Health (hicago)
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Open data can help unlock $3 - $5 trillion in economic value annually across seven sectors wickinsey

Potential value in open data, $ billion

Education - 890-1,180
Transportation - T20-2920

Consumer products - 520-1,470

Electricity . 340-580

Qil and gas . 240-510

Health care! The values here are drawn from examples of . _ 300-450
opern-data pofential and are not a comprehensive

Consumer finance sizing of potential value across the two sectors. l 510-280

Tota A 3220-5,300
«» ‘Includes US values only.

Socrata Source: McKinsey Global Institute analysis




The more data is opened, the more it can be used
Opening data creates and economic value by:

- Reducing costs in the provision of existing services both by government and private sector

(i.e. doing the same for less cost)
- Enabling new services and improved quality of services

- Indirectly contributing to improvements in governance and government services through

improved accountability and citizen involvement, both of which engender greater trust in

governme Nt
(Omidyar Network)
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Socrata

Improves
Transparency

Reduces
Operating
Costs

Builds
Public Trust

Foundation for
Data-Driven
Decisions

Strengthens
Citizen
Engagement

Promotes
Economic
Development



Rapid Better
Innovation Government

Improved
Services

= Increase in the speed = |ncrease = Public recognition of effort
of delivering digital in accessibility to be open and
information of organisation’s transparent

= Improved quality- information = Cross-department and
of-life services = |Improved data flow organisation data sharing

= Information products to stakeholders and collaboration
that contextualise = Empower local = |everage valuable data
the data experience Civic ecosystem assets to support data-

driven decisions
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A transformation is taking place

Openness and transparency are winning
Civic engagement is being redefined by access to data

Data driven government and civic innovation are taking shape...the

outcomes are amazing

©
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CompStat
NYC Police

CitiStat
Baltimore

StateStat
Maryland

GovStat

New York City
Edmonton (Canada)
Kansas City

San Mateo

Raleigh

Baltimore
Washington
Maryland

Hawaii
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Three guidelines for open performance management

1. Curate data and inform people about the government conversation
2. Let developers access the data and allow the ecosystem to flourish

3. Nurture a collaborative environment where data analysts talk with the
government and developers, and everyone understands the big picture
to take risks and set ambitious goals

In order to drive efficiency and make the right decisions for citizens, we needed to understand
which services were the most valuable. The answers were in the data.

Beth Blauer, Beyond Transparency
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#1 Public Schools for 5 Years in a Row

Violent crime levels driven down to 30-year lows

#1 State for Entrepreneurship and Innovation - US Chamber
100% of all jobs lost in the recession recovered

1 of 8 states to maintain its AAA Bond Rating every year of the

recession
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Essential Elements of a Data-Driven
Approach

Set Goals Openly and Transparently

Conduct Regular Data Collection and Analysis

Measure Progress Openly and Transparently
Intuitive, easy-to-use technology for setting goals and tracking results

Create a Resident - Local Authority Feedback Loop

Make the data open
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Find Us!
WWW.SOCrata.com

Follow Us!

@socrata / @CivicAgent

Friend Us!

facebook.com/socrata

HO®

Watch Us!

e http://www.youtube.com/user/socratavideos
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Copyright © 2012 Splunk, Inc.



Company

Company (NASDAQ: SPLK)
Founded 2004, first software release in 2006
HQ: San Francisco / Regional HQ: London, Hong Kong
Over 1,000 employees, based in 12 countries
Annual Revenue: $302.6M (YoY +52%)

S6+ billion market valuation

Business Model / Products
Free download to massive scale
On-premises, in the cloud and Saa$
7,400+ Customers
Customers in over 90 countries
Over 2/4 of the Fortune 100
Largest license: 100 Terabytes per day

Fast Company 2013: Named Splunk #4 Most Innovative
Company in the World and #1 Big Data Innovator

Leader: Gartner SIEM Magic Quadrant, 2013



Topics of Discussion

Machine Data Insights for Government — Applications and Sensors

Questions



Core Focus Areas for Government IT

Security & Privacy Compliance

Service Availability

Information Access Consolidation &
Shared Services



Expanding Government Data Universe

Government Sources

Social
Services/Cas
e loads

Transportation/
DMV records

Tax Records

Public
Safety/ GPS

HIE

Core IT
Web .
Services -
Devices
Desktops
Security Developers
Servers
Telecoms App
Support
i N
Networking ) . s
Storage
Messaging

Citizen-Facing Data

Unemployment  Citizen
Claims Portals
Clickstream Driver’s
License

Renewal

CDR Eligibility

Cloud

~

Physical

—



Splunk Visuals - Overview



Innovative, Powerful and Easy to Use Software

Ad hoc Monitor Report and Custom Developer
search and alert analyze  dashboards Platform

Splunk storage Other Big Data stores



Splunk Search



Turning Machine Data into Operational Intelligence

Real-time Proactive
Business Insight

Operational
Visibility

Proactive
Monitoring and

Alerting

Search and
Investigate

Reactive



Operational Visibility



Visibility Across IT and the Business

IT Operations Management Web Intelligence
Application Management Business Analytics

Security and Compliance

Customer LOB Owners/
Support Executives

Operations Website/Business
Teams Analysts

System IT
Administrator Application Developers Security Auditors Executives
Analysts



Chief Officer View



Machine Data Insight to Improve Government IT

Benefits Gained by Splunk Government Customers

Improve Constituent Ensure HIPAA/ PCI/
Engagement FISMA Compliance

Mitigate Security Gain Client Data
Threats Insights

Accelerate Transaction
Processing

Deliver Better
Eligibility Experience

Improve Operational

Reduce IT Costs

Efficiency



Use Splunk for All Data, Even Non-IT



Use Splunk for All Data, Even Non-IT



Security and Fraud Detection



Service Health Dashboards

Monitor and maintain applications
— asset management, customer
information, geospatial, mobile, Web
services, REST services

Dashboards provide visibility into

* Current performance and availability

e Historical performance (trending)
and availability

* Average daily performance

e Recentissues (uptime, failures)

Higher internal customer satisfaction

Reduced downtime Improved efficiency



Integrated Eligibility Case Study

Splunk is a very powerful tool
that takes the “drinking from a
fire hose” syndrome and reduces

it to a simple sip of filtered water
Patrick Nobles

Operations,
Command and Control Team

Enhanced capacity planning through the use of real-time web analytics and
transaction analysis from start to finish.

Advanced indexing and search capabilities resolve problems faster and reduce
downtime, correlate events across all layers of the agency’s infrastructure and
reduce the costs of providing IT services

Issue/defect analysis across 1000+ different log files (96 applications) for 200+
developers. It used to take days to connect log file data across these log files now it
can be done in minutes for both production and development environments.



DOT Security Operations

Splunk has empowered us to
plug security gaps, improve
efficiencies and save taxpayer
money. We're limited only by
our imaginations as to all the
ways we can leverage the

platform
e Optimized security posture
Information Security Officer, e Cost savings and improved operational efficiencies due to
Nevada Department of identifying misconfigurations
Transportation o

Rapid issue resolution and immediate operational visibility
* Improved public safety



Security Services for The City and County of San Francisco

Using Splunk:

e Gain immediate results that can easily be “With Splunk, instead of
interpreted spending 40% of a FTE’s day

. ,rb‘elcglci:iy:l;o become more proactive than to understand what the web

* Easily identify what is normal and not filters are te”ing ol Uihe e
normal in web traffic just look at the dashboards.

* Understand security risks in mere In seconds, it shows us the
minutes

abnormalities.”

e Save time and resources

Security Services Group
The City and County of San Francisco

62



Delivering Analytics to Law Enforcement

Calculate response rates to citizen
reports for real time and historical
trends, trending for crime reports

Track and monitor the health of
their network infrastructure —

RMS, CAD, servers & virtual
environment

Provide operational analytics,
business intelligence, quality
control, internal compliance, and
security



Proactive Security Monitoring and Forensics

splunk

Splunk allows us to quickly
consolidate and correlate
disparate log sources, enabling
previously impractical
monitoring and response
scenarios.

Dave Schwartzburg

Computer Security Incident
Response Team

sourcetype="csa” "*disable security for the Cisco Securlty Agent®” Last 24 hours - -
| = |

 3.429 matching events & save seard h | Buld report
Timaline: 0

12:00 16:00 06:00
M1 ¥ Now T 1yN w10

3,429 events in the last 24 hours (from 11:00:00 AM November 9 to 11:27:11 AM November 10, 2009)

fizs] 2 3 4 5 6 7 8 9 10 nests | Options. Results perpage 10 j
111008 Tue_hov_18_11:26:02_P5T_2@e% | 171 2693|659 2005-11-18 11:159:41.743| The pr FileshC
2002000 Systems\(SAgentibin\okclient.exe' (as user CISCO\ )dxsable SCCUI"]K)’ for th(!' CISCU SCCUPIK)I' Rg(’ﬂt
Al attempted operation was to set the Security Llevel to OFf. The operatio allowed.

Enabled proactive threat assessment, mitigation planning,
incident trending with analysis, security architecture,
incident detection and response

Delivered a centralized view into user activities and in-
scope systems



Reducing Your Power Bills with Splunk

Gaining insight into building/ facility energy
use and expense

Correlates data generated by building control
systems, enterprise applications, asset
management systems and other associated
facility management applications

Monitoring temperature, humidity, power
guality for environmental monitoring,
modeling and real-time alerting

Optimizing facility and asset spend across
campuses or globally distributed chains

Brian Gilmore
Program Manager,
Enterprise Intelligence and
Automation Control Solutions

Splunk helps us bridge the gap between building
intelligence and operational intelligence to
power the intelligent enterprise.



Machine Data Insights for Government Ecosystem

Representative Splunk Use Cases

Performance/Uptime
(e.g. Web Portals)

Application
Monitoring

Claims / Billing
(Medicaid, Ul)

Infrastructure &

} Operations

HIPAA/PCI/FISMA
Compliance

Security & Fraud
Identification

Data Visibility Mobile Apps &

Device Insights

Provider, Family,
Economic




Proven at 7,400+ Customers in 90+ Countries
Over 2/3 the Fortune 100







Big Data & Analytics

&

Transforming the Business of Government through
Information and Insight

IBM Point of View

Don Bahash

Sr. Consultant — Government

IBM Software Group © 2014 IBM Corporation

dbahash@us.ibm.com



Big Data & Analytics

&

Today’s Agenda

Information Led Transformation

U.S. Federal Big Data Commission Report
Key Use Cases in State and Local

Client Case Stories

IBM Security & Privacy for Big Data

71

© 2014 IBM Corporation



Big Data & Analytics
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Something Profound is Happening
Continuous transformation is the new normal

Business models are
under constant threat

= Shift of power to the consumer
and the citizen

= Accelerating pressure to do
more with less

= Great relationships trump great

72

Convergence of technology disruptors creates
opportunity

Cloud

...not changing is
the same as losing

© 2014 IBM Corporation
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Big Data & Analytics

Harnessing All Data Creates a Challenge — And an Opportunity
Yet requires a shift in thinking and an evolution of approach

All departments o
— Experts and non-experts D All decisions
Executives and employees Major and minor
Partners and customers Strategic and tactical
Routine and exceptions
Manual and automated

All perspectives
Past (historical, aggregated)
Present (real-time)

Future (predictive)

From To
structured, linear, creative, dynamic, iterative,
repeatable, IT-driven, business-driven

information delivery analytics environment

All information
...analytics is moving closer to the data

73 © 2014 IBM Corporation
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Big Data & Analytics

Societal, technological, economic and regulatory forces are
Intensifying Government missions and business challenges

Increased Threats to Increased Citizen Changing
Public Safety Expectations and Demographics
From terrorism to armed conflict En gagem ent The populations in many countries is
to pandemics to natural disasters, the Citizens are demanding aging, having a profound effect on
character of threats is changing. High greater participation in public affairs and demand for services, the tax base
crime rates affect quality of life and are seeking opportunities to actively and the employee base.
economic participate in shaping the policies that
development of our cities. Natural affect their lives. Citizens are
disasters and emergencies need demanding greater transparency and  Continued Economic
better response methods. accountability from their governments
and Budgetary
Rapid Urbanization P£$s§urels o
pacoming more attunat to wha tis estimated that 100 milion 1 recover from he recent resession.
becoming more attuned to what the people are moving to cities every : ’
earth can provide and what it can year. As city populations increase, government budg(_ats N many
tolerate. Managing scarce resources  so does the demand for countries will continue to be
and protecting the environment will government services and constrained
continue to grow in importance supporting infrastructure _
© 2014 IBM Corporation
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Big Data & Analytics
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U.S. Federal Big Data Commission Report Summary

Released October 2012

* Sponsored by the White House to bring
together experts from Government, Academia
and Industry

* The report seeks to “De-Mystify” Big Data, and
focus on the mission and business value it will
deliver

* Frame the discussion through the lens of early
best practices, and key lessons learned

« Extract recommendations on how to assess
potential operational business value; Provide a
practical, experience based roadmap for getting
started

Source: http://www.techamericafoundation.org/bigdata
75

© 2014 IBM Corp@fation
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Big Data & Analytics

What We Have Learned
A Deliberate Approach Is Required

These experiences reveal a great irony -- that while the impact of Big Data will be transformational, the path to
effectively harnessing it is not. The journey is evolutionary versus revolutionary, incremental and iterative
— Demystifying Big Data, TechAmerica Report, October 2012

1. Understand the “Art of the Possible”.

2. Start with a clear mission or business requirement, and fully define a
discrete set of use cases.

3. Take inventory and understand your data assets.

4. Assess your current set of capabilities and technical architecture
against what is required to support your initial use cases.

5. Explore which data assets can be exposed for public consumption, to
drive innovation and the development of Big Data solutions.

6. Focus on developing skills and talent

7. Do not seek to develop new policies on governance, security and
privacy. Rather, help agencies understand how current policies apply

76 © 2014 IBM Corporation
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Key Use Cases in State & Local Government

77

© 2014 IBM Corporation
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Big Data & Analytics

Leading The Way
Government Agencies are Harnessind the Value in Their Information

Smarter Revenue and
Tax Compliance

Increased ability to recover funds from
erroneous returns to over US$200 million

® : : -
Smarter Social Services , Direct savings of over US$11 million through
waste reduction
v
USC University of Efficiently read, process and analyze large

Social Media Analytics s Serer e R

volumes of political debate-related, public
feedback in real-time

High performance analytics across a vast volume
of data to genetic and environmental factors
contributing to multiple sclerosis

Smarter Healthcare Analytics

Smarter Law Enforcement 30% Reduction in Violent Crime

78 © 2014 IBM Corporation



Big Data & Analytics
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Key Government Use Cases for Information Led Transformation

-~

needs, manage program performance,

Social Program
Effectiveness

How can | accurately predict citizen

improve outcomes and fight fraud? /

Analytics for Budget, \
Finance & Tax Revenue

How can | optimize revenue collection,
identify non-compliance, deter fraud, and

Kenforce strict regulatory compliance?

/

Public Health
and Policy

How can we improve the health of the
State’s population, inform policy,

provide coordinated care and manag(y
costs?

-

Crime Prediction &
Prevention

How can | reduce crime and security
incidents while efficiently deploying
limited resources?

79

\

How can | connect the dots and apply
analytics to anticipate, discover,

evaluate and respond to threats in
real-time?

/Environmental Monitoring
& Management

How can | efficiently manage scarce
resources and protect the
environment?

/

© 2014 IBM Corporation
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Big Data & Analytics

Analytics maturity is a journey that IBM can help accelerate

Wrr‘lo ,I,S What is .
v happening? [ UiL=ReleIlle
Who knows achieve the
who? How many, best outcome?
' how often, Optimization

where? What if these
trends
_ continue? .
MUEERCRAREY Forecasting | How can we Extracting
the problem? achieve the [insight, concepts] Insights and
best outcome intelligence from
_ What will relationships ] streaming data
objects, . from sources and the
Structured data and locations and  What aCt'Onj Unstiicllieo internet
unstructured content - events diie Neemed; Modeling volumes
9
made consumable and BORHICCLEG]
accessible appropriately  Entity Analytic©escriptive  Predictive  Prescriptive ~ Content ~ Web/Social
Analytics Analytics  Analytics  Analytics  Analytics

80

© 2014 IBM Corporation
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Big Data & Analytics

Improving Social Programs Effectiveness

Clients Family Programs l u Budgets P?g\f’}/(ijﬁgs Payments

Improve efficiency Measure, monitor,
Reduce fraud,
through analyze program
) abuse and
streamlined case performance and

errors .
management client outcomes

Gain a holistic
view of client and
family

Alinie ssauisng Buinsiyoy

Payment Accuracy 15 to 18% improvement
Successful Program Completion 18 to 20% improvement
Untouched cases for 30 days 15 to 20% decline
No. of improper payments made 15 to 18% decline
Employee Productivity 18 to 25% improvement

81 © 2014 IBM Corporation
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Big Data & Analytics

North Carolina Tackles Improper Payments in Medicaid
Analyzes claims of nearly 2 million patients and 60,000 providers

ldentified over $221M
In suspicious claims from
the initial 250 providers

targeted

The State handles approximately $12 billion
in annual paid claims (2009)

Program Integrity Challenges Suspected Schemes
From 2009 to 2011, Outpatient Behavioral = Billing for services not rendered

Health has seen a significant increase in . Rilli : s
number of providers paid high dollars for Billing for excessive recipients per workday

assessment and therapy = Excessive hilling beyond a 24 hour period
= Billing for care and services that are provided by
an unauthorized, unqualified, or unlicensed

= Total Behavioral Health Expenditures are

$2.4 billion person
= Outpatient Behavioral Health is $640 million Failure to provide supervision of staff when
(27%) of that total : P P
82 reqUIred Program © 2014 IBM Corporation
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Big Data & Analytics
Driving Program Integrity through Fraud Management
[ ' |
Form, Tax Return, Claim . . .
w Application, and so on Prevention Detection Discovery
Applicant : Business Predictive
Rules Model
[} > } > Optimize 4 9,5(_)0 model
Fraud library
Claimant Entity Decisions Anomaly Selecti_on
a1 Analytics Detection Evaluation
- ! Identificatio
w Real Time Alert | A A |
e S S — S g U S SN e——
Provider |
r T T T T I
New Investigation I i :
I ., i Observation Space
¢ H
_ o Intelligent Fraud
Case Management Intelligent Investigation Dashboards

83 © 2014 IBM Corporation
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Big Data & Analytics

Improving Public Health and Informing Policy

Health External

Plans

Providers Facilities

Patients

Aggregate data sources to
help identify population
health characteristics for

policy

Optimize outcomes
based on health
patterns and

Analyze claims and
encounters for managed
care transformation

Analyze genomic
markers for disease

. management
treatment alternatives 9

Population Risk Analytics Optimize Outcomes

Aunrel\ ssauisng bBuiaaiyoy

Similarity and Cohort Analytics Utilization Rates

Effective Cost of Healthcare Public Health Policy Determination

© 2014 IBM Corporation
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Big Data & Analytics

Bringing the Health and Social context together
Increases potential for improved outcomes while reducing overall costs d\ng“e

nd

Spend
Disproportionate spend on
high cost, high need clients

ze) e

EJ. \ntegra

)]

guctio” Added Savings from Proactive and
{ Re Preventative Care
Co°> .
(/e & Family Engagement
Potential Savings*
Time "

HCHN — High Cost, High Need
Spend and enrollment from http://www.health.ny.gov/health_care/medicaid/program/medicaid_health_homes/docs/nys_health_home_spa_and_app_summary.ppt
85 * HCHN Care Coordination pilots have shown a >40% reduction in visits and costs — example see http://www.pbs.org/wgbh/pages/frontline/doctor-hotspot/ © 2014 1BM Corporation
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Big Data & Analytics

Optimizing Revenue Management and Tax Compliance

P i,

Taxpayers Relationships

Identify and
segment non- Manage audit Analyze
filers, under- and collections compliance and
reporters and cases outcomes
under-paymen

Identify and link
taxpayer identities

Audits completed vs Audit Revenue 10 to 15% improvement
Dollars Collected from flagged returns 10 to 15% improvement

Average Age of Return Exceptions 81t0 10% decline

o
(o))

ON1A IDAA iy
© 2ZUL4 bVl U Orporauon




Big Data & Analytics
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Reducing Fraud and Enabling Better Outcomes

87

Challenge

Solution

Benefits

New York State Decreased revenue drain due to

Dept. of Taxation improper payments of

and Finance $200 Million annually, $1.2B since
Inception

Enhance audit case selection methods for detection of
audit issues at the time a return is processed.

IBM’s Tax Audit and Compliance System applies
business rules and predictive models to categorize
and score returns nightly and identifies the ‘next best

case’ for audit selection.
Increase in revenue from refund denials over an 8 year

period
Increased screener and auditor productivity
Enhanced taxpayer correspondence © 2014 BM Corporation
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Big Data & Analytics

Strengthening Public Safety through Crime Prediction
and Prevention

foreon Objects Locations Events

Predict potential

criminal patterns Harness social media

based on events, for real-time
weather and historical situational awareness

Dynamic ability to
redeploy resources in
response to crime

Aggregate data sources
to help ID individuals,

nalyze crim rn
analyze crime patierns patterns and trends

Call Response Time 15 to 20% reduction

Aunrey ssauisng Buinaiyoy

UCR Part One Crime 16 to 20% reduction
Case Closure Rate 810 12% increase

Average Time to Close Case 13 to 18% reduction
Average Time to ID Suspects 13 to 18% reduction

Overtime Costs for Patrol 31 to 50% reduction

© 2014 |BM Corporation




Big Data & Analytics

City of Boston

Video Surveillance
Proof of Concept
with streaming data

Boston Planning & O per:

Pemudt Opbndzation +

Flanning Map
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Big Data & Analytics EEEL 6
The Future: IBM Watson
Combines transformational technologies for cognitive computing
2 Generates and
evaluates evidence-

1 understands based hypothesis

natural language

and human

communication

3 Adapts and learns
from user
selections and
responses

90 © 2014 IBM Corporation
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